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MERCHANT ALERT BASED SYSTEM AND
METHOD INCLUDING CUSTOMER
PRESENCE NOTIFICATION

CROSS-REFERENCES TO RELATED
APPLICATIONS

This application is a non-provisional of and claims benefit
of U.S. Patent Application No. 61/173,371, filed on Apr. 28,
2009, the entire contents of which are herein incorporated by
reference in its entirety for all purposes.

BACKGROUND

Merchants are always looking for ways to increase sales
and profits. One way this is achieved is by providing
attentive and responsive customer service. In the context of
a local merchant with primarily local repeat customers, this
may be as simple as the merchant saying hello to a customer
he recognizes when the customer enters the store. The
merchant may ask the customer how his day is going, or ask
about an item that was recently purchased from the mer-
chant. Such interactions may help the customer feel like she
is a valued customer. Because the local merchant may know
preferences of his repeat customers, the merchant may make
suggestions for new products or services the customer may
be interested in, which in turn could generate additional
sales.

In the modern retail environment, it is becoming exceed-
ingly rare for a merchant to have such individualized and
personal interactions with his customers. In many cases, a
customer may walk into a store for the first time, make a
purchase, and never enter the store again. The ability for a
merchant to get to know his customers and his customers’
purchasing behaviors is made even more difficult when there
is no face to face interaction, such as in online transactions.
When a merchant has limited to no information about his
customers, providing attentive and responsive customer
service to make the customer feel valued becomes exceed-
ingly difficult.

On the opposite side of providing better customer service
to increase sales is the desire to reduce losses. The local
merchant may know from experience that a customer who
has just entered his store has a reputation as a shoplifter. The
merchant may then put extra effort into monitoring the
customer while he is in the store. Just as described above, in
a modern retail environment, the merchant would rarely
have such individualized and personal knowledge about his
customers.

Embodiments of the present invention address these prob-
lems and other problems individually and collectively.

BRIEF SUMMARY

Embodiments of the present invention disclosed herein
include systems and methods for sending merchant alert
messages. The merchant can specify criteria indicating the
types of customers for which he desires to receive alerts.
Merchant alert messages can be sent based on characteristics
of a customer, including the customer’s proximity to the
merchant. The merchant can use the alert message to provide
better service to the customer or prevent the customer from
engaging in transactions, depending on the contents of the
merchant alert message.

In one embodiment, a method of sending a merchant alert
is provided. At least one criteria is retrieved from a database.
The at least one criteria is specified by a merchant. The at
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2

least one criteria specifies when an alert message will be sent
to the merchant. A plurality of consumers can be monitored
to determine if the at least one criteria is satisfied by a
consumer of the plurality of consumers. When the at least
one criteria is satisfied by the consumer, the alert message is
sent to the merchant.

In another embodiment a method of specifying merchant
alerts is provided. A merchant selects at least one condition,
that when satisfied by a consumer, will cause an alert
message to be sent to the merchant. When the at least one
condition is satisfied, an alert message is sent to a mer-
chant’s communication device.

These and other embodiments of the invention are
described in further detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an intelligent alert message system, accord-
ing to an embodiment of the invention.

FIG. 2 shows a subsystem of the intelligent alert message
system, according to an embodiment of the invention.

FIG. 3 depicts a merchant alert criteria specification
screen.

FIG. 4 depicts a high level flow diagram of a merchant
alert.

FIG. 5 depicts an exemplary merchant alert message.

FIG. 6 depicts an exemplary computing device.

FIG. 7 shows block diagram of a mobile device.

FIG. 8 depicts an exemplary portable consumer device.

DETAILED DESCRIPTION

One embodiment of the invention is directed to a method
for sending an alert message to a notification device oper-
ated by a merchant. The merchant may specify criteria
related to consumers the merchant is interested in. An
intelligent alert messaging system, also referred to as a
merchant alert, or simply alerts system, may monitor large
numbers of consumers, and when a consumers satisfies the
criteria specified by the merchant, an alert can be sent to the
merchant’s notification device. The alert message can
include further information about the consumer who has
satisfied the criteria.

Tustratively, a merchant may wish to be notified when a
consumer who is typically a big spender is conducting a
transaction in the merchant’s store. An intelligent alert
messaging system may monitor transactions, such as credit
card transactions, for a large number of consumers. When a
consumer engages in a transaction at the merchant’s store,
the intelligent alert messaging system can retrieve a profile
of'the consumer. The profile can include a lot of information
about the consumer, such as if the consumer is classified as
a big spender. If the consumer is classified as a big spender,
an alert message, such as a text message, can be sent to the
merchant, letting the merchant know that a big spender is
currently conducting a transaction. The merchant can then
take action, such as introducing themselves to the customer
and asking if the customer was able to find everything they
needed. The merchant may make recommendations for
additional products or services the customer may be inter-
ested in, based on the contents of the alert message.

In some embodiments, the merchant need not wait until
the customer has already begun the payment process before
being notified of his presence. Through the use of location
services, the intelligent alert messaging system may monitor
the location of a large number of consumers. When one of
the consumers enters a store of a merchant who has enrolled
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for the merchant alerts service, the intelligent alert messag-
ing system can retrieve a profile of the consumer. If the
consumer profile matches criteria specified by the merchant,
such as if the consumer is a big spender, the intelligent alert
messaging system can send an alert to the merchant. The
merchant can, just as above, introduce themselves to the
customer, and hopefully increase sales by tailoring the
customer service provided to the customer based on the
customers profile. For example, if the customer profile
indicates a big spender, the merchant may try to steer the
customer toward higher end, more expensive, goods and
services.

In addition to being useful for identifying customers that
are desirable to the merchant, merchant alerts are also useful
in identifying undesirable customers. For example, a mer-
chant can specify criteria to be notified of customers who
have had more than a certain number of disputed purchases.
Disputed purchases can include purchases where the autho-
rized card holder later disputes making the purchase. As is
well known in the field of payment processing, disputed
purchases can require the merchant to expend effort in
resolving the dispute. These efforts could be better utilized
in more productive activities. Upon receiving a merchant
alert that indicates a customer with large numbers of dis-
puted purchases is conducting a transaction or has entered
the store, the merchant could seek out that customer. The
customer could then be informed that his business is not
welcome. Although this may cause the merchant to lose
some sales, for some merchants this may be preferable to
having to deal with what could be referred to as “difficult”
customers.

Embodiments of the invention are also useful in e-com-
merce transactions. Although location information is not as
meaningful in online transactions, merchant alerts could still
allow a merchant to provide improved customer service to
online customers. For example, a customer who is paying
for an item on a merchant’s website could trigger the
sending of an alert message to the merchant. In some
embodiments, the alert message may be received by an
automated system operated by the merchant. The alert could
include customer profile information that the automated
system could use advantageously. For example, if a cus-
tomer with a big spender profile is checking out on a
merchant’s website, a webpage could be displayed with
offers from the merchant to increase the amount purchased.
Just as a live merchant would suggest higher end products to
a big spender, the merchants website could do the same.

Embodiments of systems and methods are described
below in more detail with reference to the included figures.

1. Systems

FIG. 1 is a diagram illustrating an alert system 100, in
accordance with an embodiment of the invention. The alert
system 100 includes a consumer 110, a portable consumer
device 120, a merchant 130, an access device 132, an
acquirer 140, a payment processing network 150, an issuer
160, an IP gateway 170, mobile device carriers 185, e-mail
servers 180, a merchant mobile device 200, a merchant
computer 210, and Web services 220. The merchant mobile
device 200 and the merchant computer 210 are examples of
merchant devices (e.g. notification devices). Further descrip-
tions of notification devices and portable consumer devices
are provided below.

The consumer 110, who can also be referred to as a
customer, can be a consumer that uses the portable consumer
device 120 to conduct a transaction, and may further operate
one or more consumer devices, including a mobile device
(not shown) which may comprise a mobile phone. The
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portable consumer device operated by the consumer 110
may, in addition to being used for conducting transactions,
provide location information to the IP Gateway 170. Oper-
ating in conjunction with merchant proximity detection
equipment or a mobile device network, the consumer’s 110
physical location may be provided 230 to the IP Gateway
170. Proximity detection will be explained in further detail
with respect to FIG. 2.

The merchant 130 has an access device 132 for interacting
with the portable consumer device 120, and the acquirer 140
is associated with the merchant 130. The acquirer 140 is in
communication with the issuer 160 through the payment
processing network 150.

The alert system 100 also includes an IP gateway 170 that
is in communication with payment processing network 150.
IP gateway 170 receives the transaction data from the
payment processing network 150 and can generate merchant
alert messages. IP gateway 170 is also in communication
230 with proximity detection equipment to monitor the
physical location of the consumer 110. IP gateway 170 is
also in communication with the mobile device carriers 185,
e-mail servers 180, and Web services 220. The mobile
device carriers 185 are in operative communication with the
merchant mobile device 200, and the mail servers 180 are in
operative communication with the merchant computer 210.
The alert messages that are generated from IP gateway 170
are sent to the merchant mobile device carriers 185 and/or
mail servers 180 to be sent to the merchant device (i.e.,
merchant mobile device 200, and/or the merchant computer
210).

The web services 220 may be in operative communication
with the merchant 130 for enrolling in the merchant alert
messaging service provided by the alert system 100. The
web services 220 may also be in communication with a
merchant 130 for allowing the merchant 130 to specify alert
criteria which indicates when a merchant alert will be sent
by the alert system 100.

The consumer 110 may be an individual or organization
such as a business that is capable of purchasing goods or
services or conducting any suitable transaction with the
merchant 130.

The merchant 130 may refer to any suitable entity or
entities that can conduct a transaction with the consumer
110. The merchant 130 may have a physical location which
sells goods and services to the consumer 110. The merchant
130 may also have an e-commerce business to allow trans-
actions to be conducted by the merchant 130 through the
Internet. Other examples of a merchant 130 include a
department store, a gas station, a drug store, a grocery store,
or other suitable business. In some embodiments, merchant
130 will have proximity detection equipment installed at his
physical location. Proximity detection will be explained in
further detail with respect to FIG. 2.

The access device 132 may be any suitable device for
communicating with the merchant 130 and for interacting
with the portable consumer device 120. The access device
132 can be in any suitable location such as at the same
location as the merchant 130. The access device 132 may be
in any suitable form. Some examples of access devices 132
include POS devices, cellular phones, PDAs, personal com-
puters (PCs), tablet PCs, hand-held specialized readers,
set-top boxes, electronic cash registers (ECRs), automated
teller machines (ATMs), virtual cash registers (VCRs),
kiosks, security systems, access systems, Websites, and the
like. The access device 132 may use any suitable contact or
contactless mode of operation to send or receive data from
the portable consumer devices 120.
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If the access device 132 is a POS terminal, any suitable
POS terminal may be used and may include a reader, a
processor, and a computer-readable medium. Reader may
include any suitable contact or contactless mode of opera-
tion. For example, exemplary card readers can include radio
frequency (RF) antennas, optical scanners, bar code readers,
magnetic stripe readers, etc. to interact with portable con-
sumer device 120.

The acquirer 140 refers to any suitable entity that main-
tains an account for the merchant 130. In some embodi-
ments, the issuer 160 may also be the acquirer 140.

The payment processing network 150 refers to a network
of suitable entities that have information related to an
account associated with the portable consumer device 120.
This information includes data associated with the account
on the portable consumer device 120 such as profile infor-
mation, data, and other suitable information.

The payment processing network 150 may have or oper-
ate a server computer and may include a database. The
database may include any hardware, software, firmware, or
combination of the preceding for storing and facilitating
retrieval of information. Also, the database may use any of
a variety of data structures, arrangements, and compilations
to store and facilitate retrieval of information. The server
computer may be coupled to the database and may include
any hardware, software, other logic, or combination of the
preceding for servicing the requests from one or more client
computers. The server computer may use any of a variety of
computing structures, arrangements, and compilations for
servicing the requests from one or more client computers.

The payment processing network 150 may include data
processing subsystems, networks, and operations used to
support and deliver authorization services, exception file
services, and clearing and settlement services. An exemplary
payment processing network 150 may include VisaNet™.
Networks that include VisaNet™ are able to process credit
card transactions, debit card transactions, and other types of
commercial transactions. VisaNet™, in particular, includes a
VIP system (Visa Integrated Payments system) which pro-
cesses authorization requests and a Base II system which
performs clearing and settlement services. The payment
processing network 150 may use any suitable wired or
wireless network, including the Internet.

The issuer 160 refers to any suitable entity that may open
and maintain an account associated with the portable con-
sumer device 120 used by consumer 110. Some examples of
issuers may be a bank, a business entity such as a retail store,
or a governmental entity.

The IP gateway 170 refers to an entity that generates and
delivers notifications and contact alert messages to various
delivery channels. The IP gateway 170 may include one or
more servers and databases for generation of the contact
alert messages and retrieval of data. The IP gateway 170
may be part of the payment processing network 150 or may
be a separate entity in communication with the payment
processing network 150. The IP Gateway 170 may also be
in communication with a profile creation server, which will
be explained in further detail with respect to FIG. 2.

The e-mail servers 180 are server computers configured to
receive an e-mail from a network connection and store the
e-mail in memory for future retrieval.

The mobile device carriers 185 refer to entities that
provide wireless infrastructures for wireless data transfer
and communication via cellular phone or other mobile
devices. Example of such entities are AT&T™, Verizon
Wireless™, T-Mobile™, etc.
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The mobile device 200 may be in any suitable form. For
example, a suitable mobile device 200 can be hand-held and
compact so that it can fit into a consumer’s wallet and/or
pocket (e.g., pocket-sized). Some examples of a mobile
device 200 include desktop, tablet, or laptop computers,
cellular phones, personal digital assistants (PDAs), pagers,
payment cards, security cards, access cards, smart media,
transponders, and the like. In some embodiments, the mobile
device 200 and the portable consumer device 120 are
embodied in the same device. In some embodiments, the
mobile device 200 may comprise a processor, and a com-
puter readable medium coupled to the processor. The com-
puter readable medium comprises code, executable by the
processor, for implementing a method comprising: transmit-
ting information indicative of the location of the mobile
device to the IP Gateway.

The merchant computer 210 may be a personal computer
or a laptop. The merchant computer 210 may run an oper-
ating system such as Microsoft Windows™ and may have a
suitable browser such as Internet Explorer™.

The web services 220 may be in the form of a server and
a Website which allows merchants to enroll in the merchant
alert messaging service. Web services 220 may be provided
by the issuer 160 or the payment processing network 150.

FIG. 2 is a diagram illustrating a subsystem 101 of the
alert system 100. FIG. 2 illustrates more details about the IP
gateway 170. The IP gateway 170 includes a notification
server computer 171. The notification server computer com-
prises a processor and a computer-readable medium 172
coupled to the processor (not shown). The computer read-
able medium comprises code executable by the processor for
implementing methods disclosed herein, including retriev-
ing from a database, at least one criteria specified by a
merchant, the at least one criteria indicating when an alert
message will be sent to the merchant; monitoring a plurality
of consumers to determine if the at least one criteria is
satisfied by a consumer of the plurality of consumers; and
sending the alert message to the merchant when the at least
one criteria is satisfied by the consumer.

The notification server computer 171 is in communication
with a database 173. In some embodiments, database 173
may be included in the notification server computer 171.
Database 173 contains transaction data 174, issuer data 176,
and merchant enrollment data 175 (which may include alert
preference data). Merchant enrollment data 175 may be
synchronized with the enrollment database 152 in the pay-
ment processing network 150 via the synchronization link
156. The enrollment database 152 can contain data related to
merchants who are enrolled in the merchant alert messaging
service. As shown in FIG. 2, IP gateway 170 is in commu-
nication with payment processing network 150, and Deliv-
ery Channel Logic 177 via the network connection 154
which may be in any suitable form. The network connection
154 may include, for example, at least a portion of the
Internet. Delivery channel logic 177 can be in communica-
tion with IP gateway 170, and any or all of mobile service
carriers 185, e-mail servers 180, and other delivery channels
178.

The IP Gateway 170 and/or the notification server com-
puter 171 can utilize data stored in transaction data 174 to
develop a profile of consumers based on their transaction
history. Because payment processing network 150 will gen-
erally process all transactions conducted by consumers when
they use their credit or debit cards, a detailed history of
transactions can be maintained. By examining this transac-
tion information, detailed profiles of consumers can be
developed. Profiles can include information such as average
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transaction amounts, types of merchants, payment history,
and any other information that can be derived by mining the
transaction data 174. In general, consumer profiles may
describe the buying patterns of the consumers. Profile infor-
mation will be used when determining if an alert is sent to
a merchant.

The 1P Gateway 170 and/or the notification server com-
puter 171 can also be in communication with a profile
creation server computer 240. Profile creation server com-
puter 240 may use transaction data 174 which contains
details of consumer transactions to create a profile of all
consumers. Just like the IP Gateway 170 and/or Notification
server 171, profile creation server may use the transaction
data of a consumer to determine the buying patterns of the
consumer. Again, this information can be used to determine
when an alert message is sent to a merchant. In addition to
using the transaction data 174, profile creation server 240
may also interface with external systems (not shown) includ-
ing social networking systems, such as Facebook. Profile
creation server computer 240 may utilize information, such
as interests of the consumers or photographs of the consum-
ers in order to develop a more detailed profile of the
consumers.

Profile creation server 240 may also interface with various
systems accessible via the internet to enhance the profiles
created for the consumers. For example, news sites may be
accessed to determine additional information about the
consumer. Certain public documents, such as property clos-
ings, or bankruptcy filings may also be accessed in order to
develop a more accurate profile for the consumer. In some
embodiments, profile creation server computer 240 is owned
and operated by the Payment Processing Network 150,
while in other embodiments, it may be owned and operated
by a third party. Regardless of who owns and operates the
profile creation server computer 240, IP Gateway 170 and/or
the notification server computer 171 will have access to the
detailed consumer profiles. In some embodiments, detailed
consumer profile information is stored in database 173. In
other embodiments, detailed consumer profiles are stored
elsewhere, and IP Gateway 170 and/or notification server
171 access the detailed profiles remotely.

In some embodiments IP Gateway 170 also communi-
cates with merchant proximity detection systems 230(a). As
described above, in some embodiments, a merchant is sent
an alert upon the entrance of a customer into the merchants
store, or other location as specified by the merchant. In order
to know when to send an alert, IP Gateway 170 needs to
know where the customer is physically located. Many por-
table consumer devices are able to be read from a distance.
For example, credit cards which contain an RFID element
can be read from distances ranging from a few inches to tens
of feet. In some embodiments, the merchant may install
remote readers at their physical store location. For example,
the merchant may install such a reader at the entrance door
to his store.

A consumer entering the store will thus pass by the remote
reader. If they are currently in possession of a mobile
consumer device that is capable of being read remotely, the
device information can be read. Reading the device infor-
mation is transparent to the customer, who may not even
know that the device is being read. This portable consumer
device information can then be sent from the merchant
proximity detection 230(a) equipment to the IP Gateway.
The IP Gateway will then know that the consumer is in the
store. The IP Gateway can retrieve the consumer’s profile,
and based on the notification criteria specified by the mer-
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chant, can send a notification message to the merchant if the
notification criteria have been met.

In some embodiments, the portable consumer device itself
is sophisticated enough to track its own location. For
example, may smartphones are Global Positioning System
(GPS) enabled, and can identify their own location any-
where on the planet. In other cases, the devices may utilize
the facilities provided by the mobile device carriers to
determine their location. Regardless of how the location
information is derived, it should be understood that the
device itself is capable of determining its own position.

In general, the ability for a portable consumer device to
determine its own position will be referred to as Location
Based Services 230(b). This position information can be
conveyed to the IP gateway through any number of com-
munications means. In some embodiments, the portable
consumer device itself may run an application that periodi-
cally communicates with the IP Gateway to report its
position. In other embodiments, the IP Gateway communi-
cates with the mobile device carriers to determine the
device’s position.

Regardless of the specific location identification mecha-
nism or the communications channel used to transmit the
location information to the IP Gateway, it should be under-
stood that the IP Gateway is informed about the consumer’s
position. In some embodiments, as part of enrolling for
merchant alerts, the merchant may specify the location of
their store. The merchant may specify the location in terms
of an address, a latitude and longitude, a neighborhood,
location of a shopping mall, or any other location identifi-
cation mechanism. Although in most cases the merchant
desires to know when the consumer has entered or is in the
proximity of the merchant’s store, embodiments of the
disclosure are not so limited. Any location desired may be
specified by the merchant.

In operation, a consumer may enter a merchant’s store.
Through the use of either merchant proximity detection
230(a) or location based services 230(b), the IP Gateway can
be notified the consumer has entered the merchants store.
The IP Gateway and/or notification server can then retrieve
the consumer’s profile. This profile can then be compared to
merchant specified notification criteria. If the consumer
profile matches the merchant criteria, a notification can be
sent to the merchant. The merchant can then receive the
notification, and take whatever action the merchant would
deem as most beneficial given the profile of the consumer.

In some embodiments, location information may not be
available. When a consumer conducts a payment transaction
with the merchant, his payment account information will be
sent to the payment processing network. The IP Gateway is
in communication with the payment processing network,
can be notified that a transaction is occurring with the
merchant. The IP Gateway and/or the Notification Server
may then determine if a merchant alert should be sent using
the same criteria as described above.

In some embodiments, the consumer may be conducting
a transaction on the merchant’s website. In such cases,
sending an alert to the merchant himself may be ineffective,
as the merchant is not physically able to act on the alert. An
alert could be sent to the merchant’s web server. The web
server can receive the alert message, and process the alert
accordingly. For example, for a consumer whose profile
indicates he is a big spender, the merchant’s web site could
be programmed to present an offer for higher end, more
expensive, products and services.

FIG. 3 depicts a merchant alert criteria specification
screen. In some embodiments, a merchant enrolls for mer-
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chant alerts. As part of the enrollment process, the merchant
may specify information, such as location information, in
order for the merchant alert system to know when a cus-
tomer has entered a location as specified by the merchant.
The merchant may also specify contact information for
where a merchant alert should be sent. For example, if a
merchant alert is to be sent to an e-mail account, the e-mail
address may be specified. If the alert is to be sent via a text
message, a phone number of the merchant’s mobile device
may be specified. In addition to enrolling for merchant
alerts, the merchant may also specify criteria for when an
alert should be sent.

Merchant Alert screen 300 depicts an exemplary screen
wherein a merchant may specify particular criteria for when
an alert will be sent to the merchant. Merchant alert screen
300 can include a notification mechanism selection 310
control. In the example of FIG. 3, the notification options
presented are e-mail and text message, although it should be
understood that this is exemplary and not limiting. Any
communications mechanism that can provide a substantially
real time alert to a merchant has been contemplated. Sub-
stantially real time can include notifications that are sent
immediately after a determination is made that a consumer
has satisfied the merchant specified criteria.

Substantially real time can also include notifications that
are sent after a slight delay. For example, a customer may
enter the merchant’s store, but a notification is not sent until
1 minute, 5 minutes, or 10 minutes later, and only if the
criteria is still satisfied. Such a delay advantageously may
reduce “false positive” notifications. For example, if a
customer walks into the merchants store, but then immedi-
ately walks out again, it would be wasteful to send the
merchant an alert related to a customer who is no longer in
the store. A slight delay may provide for a determination that
the customer is actually in the store and has been in the store
long enough to indicate he is shopping.

Merchant alert screen 300 may also allow a merchant to
specify when an alert for a desirable customer is sent. For
example, selections 320 allow a merchant to select that
notifications should be sent for customers who have a high
average transaction value. In some embodiments, the mer-
chant may specify a threshold value for what is to be
considered a high average transaction value. In some
embodiments, merchant criteria can include criteria related
to the customer’s behavior with respect to the merchant. For
example, how much the customer has spent in the mer-
chant’s store or how many times the customer has visited the
merchants store. Just as above, in some embodiments, the
merchant selects parameters that will determine when the
criteria has been met.

In some embodiments, merchant criteria selection can
include customer behavior that is unrelated to the specific
merchant. For example, customers who typically purchase
high end items, typically purchase newly released items, or
are high net worth customers. The ability to know more
general information about a customer can be very helpful to
a merchant. For example, if a merchant knows that a
particular customer has a high net worth, the merchant may
attempt to steer the customer toward higher end products
and services. As explained above, such information can be
obtained from the detailed consumer profiles created by the
consumer profile creation server.

In addition to notifications sent about desirable consum-
ers, the merchant may also specify criteria 330 for notifi-
cation of undesirable consumers. For example, the merchant
may wish to know about customers in the store who have a
large number of disputed transactions, are known fraud

10

15

20

25

30

35

40

45

50

55

60

65

10

risks, or are known felons. Such information can be useful
to a merchant when deciding if he wants to conduct business
with a particular customer. In some cases, the merchant may
determine that it is not worth the potential hassle of dealing
with a particular customer. In some embodiments, just as
above, the merchant specifies criteria that are specifically
related to the merchant. For example, the number of trans-
actions conducted by the customer that have directly
resulted in chargebacks to the merchant. As above, for some
criteria, merchants may specify parameters for when an alert
message is sent.

Although several exemplary criteria have been presented
with respect to FIG. 3, it should be understood that the
presented criteria are exemplary, and not limiting. In some
embodiments, merchants may specify notification criteria
using screens as depicted in FIG. 3. In other embodiments,
criteria specification may be performed using a series of
drop down boxes with associated parameter entry controls.
For example, a generic interface could be presented, in
which the merchant selects a category, such as average
transactions value. The merchant could then select a com-
parison, such as greater than, less than, or equals. The
merchant then may specify an amount. In yet other embodi-
ments, the merchant may specify criteria through a phone
call with a customer service representative associated with
the merchant alert system. The representative may then enter
the criteria on behalf of the merchant.

In some embodiments, merchant criteria specification can
be altered by the merchant at any time. For example, the
merchant may specify certain criteria for weekdays and
different criteria for the weekends. This may allow a mer-
chant to receive alerts that are more targeted to customers
that may be shopping on those particular days. In some
embodiments, merchant alert criteria can be specified based
on time of day to reflect different shopping patterns based on
the time of day.

Regardless of the particular criteria chosen, it should be
understood that merchant alert criteria can be anything that
can be determined from the customer’s transaction history or
created profile. As profile creation server develops increas-
ingly sophisticated profiles, additional criteria may be
added. The merchant is able to select only criteria that is
meaningful to the particular merchant. For example, a
consumer electronics merchant may wish to be notified
about customers who purchase a lot of high end electronics,
whereas a clothing store merchant would not be interested in
that information. Merchant alert criteria selection is flexible
in order to allow the merchant to select criteria most
pertinent to the merchant’s business.

II. Methods

Referring to FIG. 1, a method of conducting a transaction
according to an embodiment of the invention, such as a
payment transaction, is shown with respect to system 100. In
a typical payment transaction, a consumer 110 purchases
goods or services at merchant 130 using the portable con-
sumer device 120 (arrow 1). An authorization request mes-
sage comprising transaction data is generated by a processor
in the access device 132 after the portable consumer device
120 interacts with the access device 132. The authorization
request message may comprise, for example, a transaction
identifier, the BIN (bank identification number) and expira-
tion date associated with the portable consumer device 120,
the purchase amount, a transaction identifier (which can be
used to reference the specific transaction) and a merchant
code such as a merchant category code (MCC). In one
embodiment, the authorization request message may com-
prise the XML format. In other embodiments, other formats
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may be used. The authorization request message is then
forwarded from the merchant 130 to the acquirer 140 (arrow
2). After receiving the authorization request message,
acquirer 140 then sends the authorization request message to
the payment processing network 150 (arrow 3).

Once the payment processing network 150 receives the
authorization request message, the payment processing net-
work is aware that a customer is conducting a transaction in
the merchant’s store or on the merchant’s website. This
information can be sent to the alert system 100 in order to
determine if this particular consumer satisfies any of the
criteria specified by the merchant, based on the merchant
specified criteria and the customer profile. If one or more
criteria is satisfied, an alert message may be sent to the
merchant, for example through the merchant’s mobile
device 200 or the merchant’s computer 210.

The payment processing network 150 then forwards the
authorization request message to the issuer 160 (arrow 4).
After the issuer 160 receives the authorization request
message, the issuer 160 sends an authorization response
message back to the payment processing network 150 to
indicate whether or not the current transaction is authorized
(or not authorized) (arrow 5). The payment processing
network 150 can then forward the authorization response
message to the acquirer 140 (arrow 6). The acquirer 140 then
sends the authorization response message to merchant 130
(arrow 7), and the transaction can continue, such as having
the merchant 130 provide the purchased goods or services to
the consumer 110 (arrow 8).

In embodiments in which location features are active, it is
not necessary for a customer to actually conduct a transac-
tion before the merchant alert criteria are examined. As
explained with respect to FIG. 2, merchant proximity detec-
tion 230(a) or location based services 230(b) may be used to
notify 230 the merchant alert system that a customer has
entered the merchant’s store. At that point, the alert system
can evaluate the merchant criteria in relation to the con-
sumer profile as explained above.

FIG. 4 depicts a high level flow diagram of a merchant
alert. The process may begin at step 410 with a merchant
enrolling for merchant alerts. As part of the enrollment
process, the merchant may specify his store location in order
for the location based alerts to be utilized. The merchant may
specify his location in any number of ways, such as the
address of his store, a latitude and longitude, an address of
the mall his store is located in, an area proximately located
to his store, or any other location identification mechanism.

In addition, as part of the enrollment process 410, the
merchant may specify the devices he wishes to receive alerts
on. For example, if the merchant wishes to receive e-mail
alerts, he may provide an e-mail address. If the merchant
wishes to receive text message alerts, he may specify a cell
phone number where the alerts should be sent. In some
embodiments, the merchant may also specify the capabilities
of the device on which he is receiving alerts. For example if
the merchant wishes to receive alerts via e-mail sent to an
e-mail account, and the e-mail alerts will be read using a
mobile device, such as a smartphone, the merchant may
specify the capabilities of the smartphone. If the smartphone
is not capable of displaying pictures, it would be useless to
send a picture as part of the merchant alert. By specifying the
capabilities of the device that will receive the merchant alert,
the merchant alert can be tailored to only provide informa-
tion that can be utilized by the device.

At step 420 the merchant may specify criteria for when an
alert should be sent. As explained with respect to FIG. 3, the
criteria can be specified in any number of ways. In step 420,
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the merchant specifies the criteria for sending a merchant
alert that would be most useful for the particular merchant.
It is expected that such criteria would vary widely depending
on the type of merchant. The criteria could even vary
between merchants of the same type of goods, as each
merchant may have different modes of operating their busi-
ness. The ability of a merchant to specify his own criteria as
to when a merchant alert is sent advantageously allows the
merchant to tailor the alerts to his individual business
situation.

At step 430, the alert system monitors locations of con-
sumers. The locations can be monitored by determining
when a consumer is actually conducting a transaction. The
transaction processing can be monitored, and if a transaction
is being conducted, it can be assumed that the consumer is
actively engaging the merchant. As explained above, the
consumer’s location may also be monitored through the use
of merchant proximity detection mechanisms as well as
location based services mechanisms.

At step 440, the alert system may determine that the
consumer is currently engaging the merchant in some form.
The consumer may be in or near the merchant’s store or
conducting a transaction with the merchant (either on or off
line). The alerts system can then determine if any of the
criteria specified by the merchant has been satisfied. This
may be accomplished by examining the merchant specified
alert criteria, and in some embodiments, profile information
about the consumer.

At step 450, if the merchant alert criteria is satisfied, and
alert message may be sent to the merchant. The alert can be
in any suitable form, including e-mail or text message. The
alert may be sent immediately upon satisfaction of the
criteria, or it may be delayed for a period of time to
reevaluate if the criteria is still satisfied.

FIG. 5 depicts an exemplary merchant alert message.
Alert message 500 may be sent to a merchant’s notification
device 510. As described above, merchant’s notification
device can be any suitable device such as a merchant’s
mobile phone 200 or a merchant’s computer 210. The
contents and media formats included in the alert message
500 can be tailored based on the capabilities of the mer-
chant’s notification device. In some embodiments, the mer-
chant himself may specify the capabilities of his notification
device 500.

In some embodiments, merchant alert 500 may include an
indication 520 of why the alert is being sent. For example,
the alert message may specify that a certain customer has
entered his store, and that this customer satisfies criteria that
were previously specified by the merchant.

In some embodiments, merchant alert 500 may include
additional information 530 about the customer that is the
subject of the alert. For example, information obtained by
the profile creation server 240 may be used to provide profile
information about the identified customer. The consumer
profile could include information about the customers pur-
chasing behavior. The merchant may advantageously use
this information to provide better and personalized service to
the customer. For example, if a consumer profile indicates
the customer purchases large amounts of consumer electron-
ics, the merchant may direct the customer to consumer
electronics items that the merchant is selling. By including
profile information in the merchant alert, the merchant may
be able to approach the customer already armed with knowl-
edge of the customers’ needs and desires. As such, the
merchant may advantageously be able to provide custom-
ized customer service using personal information about the
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customer, despite the fact that the merchant may have never
seen this particular customer before.

In some embodiments, merchant alert 500 can include a
photograph 540 of the identified customer. The profile
creation server could associate a photograph, if available,
with the customer. If no photograph is available, it can not
be displayed. Including a photograph advantageously allows
a merchant to identify the physical customer in his store. For
a large merchant, who may have many customers in his store
at any given time, simply knowing that a certain customer is
in the store may not be helpful, unless the merchant can
particularly identify the customer.

It should be understood that merchant alert 500 is merely
exemplary. More, less, or different information could be
included in various embodiments. In some embodiments,
the merchant himself may specify what information is
included in the alert. Likewise, it should be understood that
the alert may only contain information that is applicable to
the device that is receiving the alert. If the device is not
capable of displaying a photo, then the alert may not include
a photo.

III. Portable Consumer Devices and Computer Appara-
tuses

The various participants and elements in FIGS. 1 and 2
may operate one or more computer apparatuses to facilitate
the functions described herein. Any of the elements in FIGS.
1 and 2 may use any suitable number of subsystems to
facilitate the functions described herein. Examples of such
subsystems or components are shown in FIG. 6. The sub-
systems shown in FIG. 6 are interconnected via a system bus
645. Additional subsystems such as printer 644, keyboard
648, fixed disk 649, monitor 646, which is coupled to
display adapter 682, and others are shown. Peripherals and
input/output (I/0) devices, which couple to I/O controller
641, can be connected to the computer system by any
number of means known in the art, such as serial port 684.
For example, serial port 684 or external interface 681 can be
used to connect the computer apparatus to a wide area
network such as the Internet, a mouse input device, or a
scanner. The interconnection via system bus 645 allows a
central processor 643 to communicate with each subsystem
and to control the execution of instructions from system
memory 642 or fixed disk 649, as well as the exchange of
information between subsystems. The system memory 642
and/or fixed disk 649 may embody a computer readable
medium, such as a tangible (i.e., physical or durable) com-
puter readable medium. The computer readable medium
may take the form of a hard drive, flash memory, magnetic
strip, optical device, or other memory.

FIG. 7 shows block diagram of a mobile device, such as
a wireless phone, and subsystems that may be present in
computer apparatuses in systems according to embodiments
of the invention. An exemplary portable consumer device
32'in the form of a mobile device may comprise a computer
readable medium and a body as shown in FIG. 7. (FIG. 7
shows a number of components, and the portable consumer
devices according to embodiments of the invention may
comprise any suitable combination or subset of such com-
ponents.) The computer readable medium 32(b) may be
present within the body 32(%), or may be detachable from it.
The body 32(%) may be in the form a plastic substrate,
housing, or other structure. The computer readable medium
32(b) may be a memory, such as a tangible (i.e. physical or
durable) memory that stores data and may be in any suitable
form including a hard drive, magnetic stripe, a memory chip,
uniquely derived keys (such as those described above),
encryption algorithms, etc. The memory also preferably
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stores information such as financial information, transit
information (e.g., as in a subway or train pass), access
information (e.g., as in access badges), etc. Financial infor-
mation may include information such as bank account
information, bank identification number (BIN), credit or
debit card number information, account balance informa-
tion, expiration date, consumer information such as name,
date of birth, etc. Any of this information may be transmitted
by the portable consumer device 32'.

Information in the memory may also be in the form of
data tracks that are traditionally associated with credits
cards. Such tracks include Track 1 and Track 2. Track 1
(“International Air Transport Association™) stores more
information than Track 2, and contains the cardholder’s
name as well as account number and other discretionary
data. This track is sometimes used by the airlines when
securing reservations with a credit card. Track 2 (“American
Banking Association™) is currently most commonly used.
This is the track that is read by ATMs and credit card
checkers. The ABA (American Banking Association)
designed the specifications of this track and all world banks
must abide by it. It contains the cardholder’s account,
encrypted PIN, plus other discretionary data.

The mobile device 32' may further include a contactless
element 32(g), which is typically implemented in the form
of a semiconductor chip (or other data storage element) with
an associated wireless transfer (e.g., data transmission)
element, such as an antenna. Contactless element 32(g) is
associated with (e.g., embedded within) portable consumer
device 32' and data or control instructions transmitted via a
cellular network may be applied to contactless element 32(g)
by means of a contactless element interface (not shown).
The contactless element interface functions to permit the
exchange of data and/or control instructions between the
mobile device circuitry (and hence the cellular network) and
an optional contactless element 32(g).

Contactless element 32(g) is capable of transferring and
receiving data using a near field communications (“NFC”)
capability (or near field communications medium) typically
in accordance with a standardized protocol or data transfer
mechanism (e.g., ISO 14443/NFC). Near field communica-
tions capability is a short-range communications capability,
such as RFID, Bluetooth™, infra-red, or other data transfer
capability that can be used to exchange data between the
portable consumer device 32' and an interrogation device.
Thus, the portable consumer device 32' is capable of com-
municating and transferring data and/or control instructions
via both cellular network and near field communications
capability.

The portable consumer device 32' may also include a
processor 32(c) (e.g., a microprocessor or a group of pro-
cessors working together) for processing the functions of the
portable consumer device 32' and a display 32(d) to allow a
consumer to see phone numbers and other information and
messages. The portable consumer device 32' may further
include input elements 32(e) to allow a consumer to input
information into the device, a speaker 32(f) to allow the
consumer to hear voice communication, music, etc., and a
microphone 32(7) to allow the consumer to transmit her
voice through the portable consumer device 32'. The por-
table consumer device 32' may also include an antenna 32(a)
for wireless data transfer (e.g., data transmission).

An example of a portable consumer device 32" in the
form of a card is shown in FIG. 8. FIG. 8 shows a plastic
substrate 32(m). A contactless element 32(o) for interfacing
with an access device 34 may be present on or embedded
within the plastic substrate 32(m). Consumer information
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32(p) such as an account number, expiration date, and
consumer name may be printed or embossed on the card.
Also, a magnetic stripe 32(#) may also be on the plastic
substrate 32(m).

As shown in FIG. 8, the portable consumer device 32"
may include both a magnetic stripe 32(») and a contactless
element 32(o). In other embodiments, both the magnetic
stripe 32(n) and the contactless element 32(0) may be in the
portable consumer device 32". In other embodiments, either
the magnetic stripe 32(n) or the contactless element 32(0)
may be present in the portable consumer device 32".

It should be understood that the present invention as
described above can be implemented in the form of control
logic using computer software in a modular or integrated
manner. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will know and
appreciate other ways and/or methods to implement the
present invention using hardware and a combination of
hardware and software.

Any of the software components or functions described in
this application, may be implemented as software code to be
executed by a processor using any suitable computer lan-
guage such as, for example, Java, C++ or Perl using, for
example, conventional or object-oriented techniques. The
software code may be stored as a series of instructions, or
commands on a computer readable medium, such as a
random access memory (RAM), a read only memory
(ROM), a magnetic medium such as a hard-drive or a floppy
disk, an optical medium such as a CD-ROM, or other
physical memory devices. Any such computer readable
medium may reside on or within a single computational
apparatus, and may be present on or within different com-
putational apparatuses within a system or network.

The above description is illustrative and is not restrictive.
Many variations of the invention will become apparent to
those skilled in the art upon review of the disclosure. The
scope of the invention can, therefore, be determined not with
reference to the above description, but instead can be
determined with reference to the pending claims along with
their full scope or equivalents.

One or more features from any embodiment may be
combined with one or more features of any other embodi-
ment without departing from the scope of the invention.

A recitation of “a”, “an” or “the” is intended to mean “one
or more” unless specifically indicated to the contrary.

What is claimed is:

1. A method comprising:

providing an interface allowing a merchant to specify
criteria for alerts, the interface including a merchant-
specified predetermined number of disputed purchases
for customers;

receiving, at a server computer, an indication from a
merchant proximity system of a consumer having a
profile entering a store of a merchant;

retrieving the profile of the first consumer, the retrieving
based upon the indication;

determining, by the server computer using the retrieved
profile, that the first consumer has had more than the
merchant-specified predetermined number of disputed
purchases with a payment processing network;

generating an alert message based on the determination;
and

sending the alert message to the merchant before the
merchant conducts a transaction with the first con-
sumer.
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2. The method of claim 1 further comprising:

monitoring geographic locations of a plurality of consum-

ers by using location features on portable consumer
devices belonging to each consumer of the plurality of
consumers; and

determining if the geographic location is within the mer-

chant location.

3. The method of claim 1 further comprising:

detecting through a contactless portable consumer device

reader, the presence of a portable consumer device
belonging to the first consumer within the merchant
location.

4. The method of claim 1 further comprising:

monitoring the transaction, wherein the transaction is

conducted with a portable consumer device belonging
to the consumer, the transaction conducted at a point of
sale terminal located within the merchant location.

5. The method of claim 1 wherein the alert message
comprises information about the number of disputed pur-
chases by the customer.

6. The method of claim 5 wherein the alert message
information further comprises a prediction, based on past
consumer transactions, of a type of transaction that will be
engaged in by the consumer.

7. The method of claim 5 wherein the information further
comprises an explicit indication that the consumer should
not be allowed to engage in any transactions with the
merchant.

8. The method of claim 1, wherein the alert message is a
text message or email sent to the merchant.

9. The method of claim 1 wherein the disputed purchases
include chargebacks.

10. The method of claim 1 wherein the criteria are
different between weekdays and weekends.

11. A server computer comprising:

a processor; and

a memory operatively coupled to the processor, the pro-

cessor executing program instructions for:

providing an interface allowing a merchant to specify
criteria for alerts, the interface including a merchant-
specified predetermined number of disputed pur-
chases for customers;

receiving, at a server computer, an indication from a
merchant proximity system of a consumer having a
profile entering a store of a merchant;

retrieving the profile of the first consumer, the retriev-
ing based upon the indication;

determining, by the server computer using the retrieved
profile, that the first consumer has had more than the
merchant-specified predetermined number of dis-
puted purchases with a payment processing network;

generating an alert message based on the determina-
tion; and

sending the alert message to the merchant before the
merchant conducts a transaction with the first con-
sumet.

12. The method of claim 1 wherein the indication that the
merchant proximity system has detected a presence of the
consumer at the merchant location is generated after an RF
ID reader at the merchant detects the presence of a mobile
device in possession of the consumer.

13. The method of claim 12 wherein the merchant loca-
tion is a store.

14. The server computer of claim 11, wherein the alert
message is a text message or e-mail sent to the merchant.
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15. The server computer of claim 11 wherein the alert
message comprises a prediction, based on past consumer
transactions, of a type of transaction that will be engaged in
by the consumer.

16. The server computer of claim 11 wherein the disputed
purchases include chargebacks.

17. A machine-readable non-transitory medium embody-
ing information indicative of instructions for causing one or
more machines to perform operations comprising:

providing an interface allowing a merchant to specify

criteria for alerts, the interface including a merchant-
specified predetermined number of disputed purchases
for customers;

receiving, at a server computer, an indication from a

merchant proximity system of a consumer having a
profile entering a store of a merchant;

retrieving the profile of the first consumer, the retrieving

based upon the indication;
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determining, by the server computer using the retrieved
profile, that the first consumer has had more than the
merchant-specified predetermined number of disputed
purchases with a payment processing network;

generating an alert message based on the determination;
and

sending the alert message to the merchant before the

merchant conducts a transaction with the first con-
sumer.

18. The medium of claim 17, wherein the alert message is
a text message or e-mail sent to the merchant.

19. The medium of claim 17 wherein the alert message
comprises a prediction, based on past consumer transactions,
of a type of transaction that will be engaged in by the
consumer.

20. The medium of claim 17 wherein the disputed pur-
chases include chargebacks.
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